Anti-Abuse Policy for .IBM

International Business Machines Corporation’s (“IBM”) Terms of Use and IBM Online Privacy Statement
currently available at www.ibm.com are incorporated by reference into this Anti-Abuse Policy. The
operation and registration of domain names in the .IBM TLD must be operated in accordance with
this Policy and IBM’s Domain Name Registration and Use Policy. In addition, all domain names and
websites associated with domain names in the .IBM TLD must be operated in accordance with IBM’s
corporate policies and guidelines, including but not limited to IBM Corporate Naming Guidelines, Fair
Use guidelines for use and reference of IBM trademarks, General rules for proper reference to IBM
product names, and IBM’s Digital Millennium Copyright Act Notice and Policy also currently available
at www.ibm.com.

The operation and registration of domain names in the .IBM TLD must be in compliance with the
policies and procedures set forth in the Registry Agreement with ICANN or otherwise required by
ICANN for the operation of the .IBM TLD. It is a violation of this policy to operate or use a domain name
inthe .IBM TLD in a manner that is inconsistent with such policies and procedures.

IBM reserves the right to determine in its sole discretion any violations of this Policy or the Domain
Name Registration and Use Policy. IBM may suspend, restrict, cancel, revoke, or terminate any domain
names registered in the .IBM TLD for any violations of this Policy or the Domain name Registration
and Use Policy without notice or further investigation. IBM also reserves the right to delete content
from or redirect any website associated with any domain name registered in the TLD; transfer any
registration or transaction or place any domain name on registry lock or hold; or take any other
appropriate action with regard to any domain name registered in the .IBM TLD at its sole discretion.
Misuse of a domain name is the use of the domain name for any purpose other than in connection
with IBM’s business or commercial purposes. Abusive use of a domain is an illegal, disruptive,
malicious, or fraudulent action and includes, without limitation, the following:

e Distribution of malware;

e Dissemination of software designed to infiltrate or damage a computer system without the owners
informed consent, including, without limitation, computer viruses, worms, keyloggers, trojans,
and fake antivirus products;

e Phishing, or any attempt to acquire sensitive information such as usernames, passwords, and
credit card details by masquerading as a trustworthy entity in an electronic communication;

e DNS hijacking or poisoning;

e Botnets, including malicious fast-flux hosting;
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e Denial-of-service attacks;
e Pornography or any images of abuse;

e Promotion, encouragement, sale, or distribution of prescription medication without a valid
prescription in violation of applicable law; and

e |llegal access of computers or networks.

e Any misuse or abuse must be reported immediately to dnsadmin@us.ibm.com.
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